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Tomado de

https://docs.microsoft.com/en-us/office365/enterprise/urls-and-ip-address-ranges#skype-for-business-
online-and-microsoft-teams

No es una reproduccion completa, iinicamente se incluye lo relacionado con
la optimizacion del servicio de voz de MS TEAMS

Summary: Office 365 requires connectivity to the Internet. The endpoints below
should be reachable for customers using Office 365 plans, including Government
Community Cloud (GCC).

(D) Note

Microsoft has released a REST-based web service for the IP address and FQDN entries on this page. This new service will help you
configure and update netwark perimeter devices such as firewalls and praxy servers. You can download the list of endpoints, the
current version of the list, or specific changes. This service replaces the XML document linked from this page, which was deprecated

on October 2, 2018, To try out this new service, go to Web service.

Microsoft has released a REST-based web service for the IP address and FQDN
entries on this page. This new service will help you configure and update network
perimeter devices such as firewalls and proxy servers. You can download the list
of endpoints, the current version of the list, or specific changes. This service
replaces the XML document linked from this page, which was deprecated on
October 2, 2018. To try out this new service, go to Web service.

Office 365 Worldwide (+GCC) | Office 365 operated by 21 Vianet | Office 365
Germany | Office 365 U.S. Government DoD | Office 365 U.S. Government GCC

High |

TABLE 1

Last updated: 02/28/2020 - Download: all required and optional Use: our proxy PAC
destinations in one JSON files
formatted list.

D Change Log
subscription

Start with Managing Office 365 endpoints to understand our recommendations
for managing network connectivity using this data. Endpoints data is updated at
the beginning of each month with new IP Addresses and URLs published 30 days
in advance of being active. This allows for customers who do not yet have
automated updates to complete their processes before new connectivity is
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required. Endpoints may also be updated during the month if needed to address
support escalations, security incidents, or other immediate operational
requirements. The data shown on this page below is all generated from the REST-
based web services. If you are using a script or a network device to access this
data, you should go to the Web service directly.

Endpoint data below lists requirements for connectivity from a user’'s machine to
Office 365. It does not include network connections from Microsoft into a
customer network, sometimes called hybrid or inbound network connections.
See Additional endpoints for more information.

The endpoints are grouped into four service areas. The first three service areas
can be independently selected for connectivity. The fourth service area is a
common dependency (called Microsoft 365 Common and Office) and must
always have network connectivity.

Data columns shown are:

e ID: The ID number of the row, also known as an endpoint set. This ID is the
same as is returned by the web service for the endpoint set.

« Category: Shows whether the endpoint set is categorized as “Optimize”,
"Allow”, or "Default”. You can read about these categories and guidance for
management of them at https://aka.ms/pnc. This column also lists which
endpoint sets are required to have network connectivity. For endpoint sets
which are not required to have network connectivity, we provide notes in
this field to indicate what functionality would be missing if the endpoint set
is blocked. If you are excluding an entire service area, the endpoint sets
listed as required do not require connectivity.

« ER: Thisis Yes if the endpoint set is supported over Azure ExpressRoute
with Office 365 route prefixes. The BGP community that includes the route
prefixes shown aligns with the service area listed. When ER is No, this means
that ExpressRoute is not supported for this endpoint set. However, it should
not be assumed that no routes are advertised for an endpoint set where ER
is No.

e Addresses: Lists the FQDNs or wildcard domain names and IP Address
ranges for the endpoint set. Note that an IP Address range is in CIDR format
and may include many individual IP Addresses in the specified network.
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e  Ports: Lists the TCP or UDP ports that are combined with the Addresses to
form the network endpoint. You may notice some duplication in IP Address
ranges where there are different ports listed.

Skype for Business Online and Microsoft Teams

ID Category

ER

Addresses

Ports

11 |Optimize
Required

Yes

13.107.64.0/18, 52.112.0.0/14

UDP: 3478,
3479, 3480,
3481

12 |Allow
Required

Yes

*.lync.com, *.teams.microsoft.com,
teams.microsoft.com
13.70.151.216/32, 13.71.127.197/32,
13.72.245.115/32, 13.73.1.120/32,
13.75.126.169/32, 13.89.240.113/32,
13.107.3.0/24, 13.107.64.0/18,

51.140.155.234/32, 51.140.203.190/32,

51.141.51.76/32, 52.112.0.0/14,
52.163.126.215/32, 52.170.21.67/32,
52.172.185.18/32, 52.178.94.2/32,
52.178.161.139/32, 52.228.25.96/32,
52.238.119.141/32, 52.242.23.189/32,

52.244.160.207/32, 104.215.11.144/32,
104.215.62.195/32, 138.91.237.237/32,

2603:1027::/48, 2603:1037::/48,
2603:1047::/48, 2603:1057::/48,
2620:1ec:6::/48, 2620:1ec:40::/42

TCP: 443,
80

13 Allow
Required

Yes

*.broadcast.skype.com, broadcast.skype.com

13.70.151.216/32, 13.71.127.197/32,
13.72.245.115/32, 13.73.1.120/32,
13.75.126.169/32, 13.89.240.113/32,
13.107.3.0/24, 13.107.64.0/18,

51.140.155.234/32, 51.140.203.190/32,

51.141.51.76/32, 52.112.0.0/14,
52.163.126.215/32, 52.170.21.67/32,
52.172.185.18/32, 52.178.94.2/32,
52.178.161.139/32, 52.228.25.96/32,
52.238.119.141/32, 52.242.23.189/32,

52.244.160.207/32, 104.215.11.144/32,
104.215.62.195/32, 138.91.237.237/32,

2603:1027::/48, 2603:1037::/48,
2603:1047::/48, 2603:1057::/48,
2620:1ec:6::/48, 2620:1lec:40::/42

TCP: 443

14 Default
Required

No

quicktips.skypeforbusiness.com

TCP: 443
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ID Category ER /Addresses Ports
15 Default No *.sfbassets:com, *.ur‘}p.sfbassets.com, TCP: 443,
R red skypemaprdsitus.trafficmanager.net 80
equire
16 Default No *.keydelivery.mediaservices.windows.net, TCP: 443
. *.msecnd.net,
Requwed *.streaming.mediaservices.windows.net,
ajax.aspnetcdn.com,
mlccdn.blob.core.windows.net
17 Default No 2ka-ms, amp.azure.net TCP: 443
Required
18 Default No *.users.storage.live.com TCP: 443
Optional
Notes: Federation
with Skype and
public IM
connectivity:
Contact picture
retrieval
19 Default No*-adl-windows. com TCP: 443,
Optional 80
Notes: Applies
only to those who
deploy the
Conference Room
Systems
22 Allow Yes*.skypefor‘business.com TCP: 443
: 13.70.151.216/32, 13.71.127.197/32,
Optional 13.72.245.115/32, 13.73.1.120/32,
. . 13.75.126.169/32, 13.89.240.113/32,
Notes: Teams. 13.107.3.0/24, 13.107.64.0/18,
Messaging interop 51.140.155.234/32, 51.140.203.190/32,
H 51.141.51.76/32, 52.112.0.0/14,
Wlth Skype for 52.163.126.215/32, 52.170.21.67/32,
Business 52.172.185.18/32, 52.178.94.2/32,
52.178.161.139/32, 52.228.25.96/32,
52.238.119.141/32, 52.242.23.189/32,
52.244.160.207/32, 104.215.11.144/32,
104.215.62.195/32, 138.91.237.237/32,
2603:1027::/48, 2603:1037::/48,
2603:1047::/48, 2603:1057::/48,
2620:1ec:6::/48, 2620:1ec:40::/42
26 Default No *.msedge.net, compass-ssl.microsoft.com TCP: 443
CallMyWay NY S.A. IsMyConnect

+1-305-644-5535

info@callmyway.com
www.callmyway.com

+1-305-644-5535

support@ismyconnect.com
WWw.ismyconnect.com


mailto:info@callmyway.com
http://www.callmyway.com/

IsM
@ Csor?nect

(@) call my way,

Comunicaciéon a mi manera

ID Category ER /Addresses Ports
Required

27 Default No *.mstea.ms, *.secure.skypeassets.com, TCP: 443

] mlccdnprod.azureedge.net, :

Requwed videoplayercdn.osi.office.net

29 Default No *-tenor.com TCP: 443,
Optional 80
Notes: Yammer
third-party
integration

127 Default No *-skype.com TCP: 443,
Required 80

146 Default No statics.teams.microsoft.com TCP: 443
Required

) Note
For recommendations on Yammer IP addresses and URLs, see this blog post.
Related Topics

Managing Office 365 endpoints

Troubleshooting Office 365 connectivity

Client connectivity

Content delivery networks

Microsoft Azure Datacenter IP Ranges

Microsoft Public IP Space
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